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Instructions

Run the FSSO software provided by Schools Broadband and click the next button

ﬁ Fortinet 550 Collector Agent v5.0.0297 Setup

Welcome to the Fortinet 550 Collector
Agent v5.0.0297 Setup Wizard

The Setup Wizard will install Fortinet S50 Collector Agent
v5,0.0297 an your computer, Click Next to continue or
Cancel to exit the Setup Wizard.

End-User License Agreement
Flease read the following license ;

Fortinet Product License Agreement / EULA and Warranty Terms

Trademarks and Copyright Statement

Fortinet®, FortiGate™, and FortiGuard® are registered trademarks of Fortinet, Inc., and
other Fortinet names herein may 2lso be trademarks, registered or otherwise, of
Fortinet. All other product or company names may be trademarks of their respective
owners. Copyright © 2002-2011 Fortinet, Inc., All Rights reserved. Contents and terms
are subject to change by Fortinet without prior notice. No part of this publication may be
reproduced in any form or by any means or used to make any derivative such as
translation, transformation, or adaptation without permission from Fortinet, Inc., as
stipulated by the United States Copyright Act of 1976.

[+]1 accept the terms in the License Agreement
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Confirm the installation path is correct and click next

ﬁ Fortinet 550 Collector Agent v5.0.0297 Setup

Destination Folder
Click Next to install to the default folder

Install Fortinet 550 Collector Agent v5.0.0297 to:

|C‘.\ngram Files {x86)Fortinet\FSAEY

| Ghange... |

Back || Mext | Cancel |
N ]

Enter a valid administrator account with its password and click next

[=1)

ﬁ Fortinet Single Sign On Agent

The user account on which you thu i
Please input the user account's name and passw

=

lUser name must be in form Domainiame\UserMame. If you want to use local user account,
pleaze enter . WUserMame.

w5

e

User Mame: I.‘.,admmistrator

Password: ||

| Bak [ Next | Cancel |
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Ensure “Advanced” is selected (as per the below screenshot) and click next

ﬂ Fortinet Single Sign On Agent

Install Options

Fartinet Single Sign On Agent could be set up to monitor user logon events andjor serving
NTLM authentication requests from Fortigates. Select the proper options below.

Monitor User logon events and send the information to FortiGate,
Serve NTLM authentication reguests coming from FortiGate.

Please select the access method of Windows Directory

() standard{e.g domain\user)
Select this option for easy setup, works for most situations
(®) Advanced(e.g, CN=user,0lU=Sales, DC=domain, DC=com)

-Select this option if you setup LDAP access to Windows AD to refrieve userfgroup
information from FortiGate

Click install

ﬁ Fortinet 550 Collector Agent v5.0,0297 Setup

Ready to install Fortinet S50 C

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.
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Ensure the box is ticked and click finish

ﬁ Fartinet Single Sign On Agent

Completed the Fortinet SS
Agent v5.0.0297 Setup

Click: the Finish button to exit the Setup Wizard.

[+] Launch DC Agent Install Wizard

Back Finish Cance}

Confirm the IP address is correct and click next

Single Sign On Agent - Install DC A

Fortinet

Welcome to the DC Agent installation wizard. This wizard will install DC Agent on the Domain
Controllers in your domain.

First please confirm the Collector Agent address and listening port.

Collector Agent

Collector Agent IP address: 19_

Collector Agent IPvE address: |

Collector Agert listening port: |5|I?2

Mote: You need to have administrator access to the domain controller in order to install the
DC Agent!
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Select the domain so it is highlighted blue and click next

Fortinet Single Sign On Agent - Install DC Agent

Please select the domain(s) you want to monitor;

if some domains are missing, make sure the trusted relation between domaing is set up
propery, then run this wizard again.

If you have any service accounts that you don’t want to authenticate, expand the domain
selector, and tick any users that don’t need to authenticate. This would include service
accounts etc. Click next

Fortinet Single Sign On Agent - install DC Agent e

Please mark the users you DO NOT want to manitor their logon events:

= HE

<Back |[ Net> | | Cancel | | Heb
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Ensure “DC Agent Mode” is selected and click next

Fortinet Single Sign On Agent - Install DC Agent =

Select domain controllers for monitoring user logon evert: [ Uncheck All |

[ TSINTERNALANIN-A14A51BPAAA intemal talk-straight .com

Working Mode
(® DC Agent Mode (Click Next will start the installation of DC Agent)
i) Poling Mode (Polling logon sessions from Domain Controller)

Poll logon sessionz using Windows NetAP|

Check Windows Security Event Logs

Unless you are happy to reboot the server now, click no

Fortinet Single Sign On Agent - Install DC Agent

Select domain controllers for monitoring user logon event: |. Uncheck AI-I.

[ TSINTERNALAWIN-A14ASTBP AAA intemal talk straight com

installdcagent

DT Agent is successfully installed on domain controller

i WIN-414A51BPAAA internal.talk-straight.com.
You must reboot the domain controllter to monitor user logon

event. Do you want to reboot
WIM-414A51BPAAA internal talk-straight.com now?

o R ]

Instaling DT Agert on WIN-AT4AS 1BPAAA irtemal talk-straight com ...
|

<« Back Ned> | | Cancel | Help :|
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Click finish

Fortinet Single Sign On Agent - Install DC agent -

DT Agents are installed on the following Domain Controllers:

SINTERMNALAWIN-AT4AS 1BPAAA intemal talk-strai

Remember to reboot the domain controller maching f you havent done so yet!

Bach Finish Canes | Héip

Recently added Windows Server
Configure Fortinet Single Sign Gn A...

Install DC Agent 2 )_ .‘-i?,.

_ Windows Windows
Uninstall DC Agent Server Manager = PowerShell PowerShell ISE

F

l Fn_ rFi net “- @

-

Windows
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From the start bar find and click “Configure Fortinet Single Sign On Agent”

Leave all settings as default except the password, change this to FOrtinet22! Click Save &

close
28 Fortinet Single Sign On Agent Configuration o X
M oritaring user logon events Support NTLM authentication |Eollector Agent Status: RUMNING
Liztening ports Carnmon Tasks

FortiGate: | 8000 FortiGate S5L: | 8001 DC &gent: | 8002 e s B
[JEnable S5L DCAgent SSL; (8003 Frezhared keyw:

Show Monitared DCs
Logging
Log level Lag file size mit(MEB); Yiew Log Show Logan Users
[] Lag logan events in separate lags Wigw Logon Events Select Domaing To Monitor

Authentication

Require autherticated connection from FortiG ate Password:

Set Directory Access Information

Set Group Filters

Timers
“Workstation verify interval [minutes): St [gnone User List
Dead entry timeout interval [minutes]): 4a0

IP address change verify interval (zeconds): Sync Configuration '/ith Other Agents

[ Cache user group lookup result

SR Export Configurati
Cache expire in [minutes); 5 Claar Bioup Bache wport Lothiguration

Advanced”SeEt'ings . Apply - Ijefault || Help

You must ensure the certain ports are allowed inbound to the server, the following example
uses Windows Advanced Firewall

Open Windows Defender Firewall with Advanced Security

O &
Best match

Windows Defender Firewall
Control panel

Settings

& Check firewall status

@ Allow an app through Windows Firewall
W Firewall & network protection

W Security at a glance

Apps

& Windows Defender Firewall with Advanced Security
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Right click Inbound Rules and click New Rule...

e« 252 HE

@ Windows Defender Firewall Wlt|| Inbound Rules

& In MNew Rule...

Bo
f_ £ Filter by Profile s Active Directory Domain Controller -
; Filter by State 5 kctfve Dfrectur],r Du:rmafn Controller -
SN Active Directory Domain Controller - L
>
REEE Y Beoup dctive Directory Domain Controller - L
View » Active Directory Domain Controller - L
Active Directory Domain Controller - [
Refresh : : :
Yctive Directory Demain Controller - £
Export List.. \ctive Directory Domain Controfler - £
Help Active Directory Domain Controller - £
[

s Active Directory Domain Controller - £
2 Active Directory Domain Controller - |
@ Active Directory Domain Controller (R
& Active Directory Domain Controller (R

R e M Sl ILE el e RO

Select Port and click next

g New Inbound Rule Wizard b4

Rule Type
Select the type of firewall rule to create.

Steps:

» Rule Type What type of rule would you like to create?
Protocal and Paorts

Action ) Program

Profile Rule that controls connections for a program,

Name ® Port
Rule that controls connections for a TCF or UDP port.

& % &

() Predefined:
Active Directory Domain Senvices
Rule that controls connections for a "Mndows experience.

() Custom
Custom rule.

< Back Nei> || Cancel
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Select TCP, and specify 8000-8001 as the local ports, click next

& New Inbound Rule Wizard *
Protocol and Ports
Specify the protocols and ports to which this rule applies.
Steps:
@ Rule Type Does this rule apply to TCP or UDP?
# Protocol and Ports @ TCP
@ Action ) uDP
@ Profile
M
" Yams Does this rule apply to all local ports or specific local pots?
() All local ports
@) Specific local ports: 3000-8001
Example: 80, 443, 5000-5010
= s
Ensure the connection is allowed and click next
X

0 New Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ Rule Type What action should be taken when a connection maiches the specified conditions?

@ Protocol and Ports

. (@ Allow the connection
8 i This includes connections that are protected with |Psec as wel as those are not,
@ Profile
i () Allow the connection if it is secure

@ Hame This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

(O Block the connection

[ <Back |[ Ned> || Coned |
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Select all the profiles and click next

‘ Mew Inbound Rule Wizard x
Profile
Specify the profiles for which this rule applies.
Steps:
@ Rule Type 'When does this rule apply?
@ Protocol and Ports
@ Action ] Domain
» Profie Applies when a computer is connected to its corporate domain
@ MName Private
Applies when a computer is connected to a private network location, such as a home
arwork place.
] Public
Applies when a computer is connected to a public netwark location.
<Back  |[ Met> || Cancsl
=T T
Give the rule and appropriate name and click Finish
& MNew Inbound Rule Wizard >
Name
Specify the name and description of this rule.
Steps:
@ Rule Type
@ Protocol and Ports
@ Action
8 Profil e
|Fsso Tcp
@ MName
Description {optional):
B8000-8001|
| <Back |[ Fmsh || Cancel |

12
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Repeat the firewall steps again this time adding UDP Port 8002, see screenshots below.

& New Inbound Rule Wizard *
Protocol and Ports
Specfy the protocols and ports to which this rule applies.
Steps:
@ Fule Type Does this nule apply to TCP or UDP?
@ Protocel and Ports O 1CP
& Action @ UDP
& FProfile
B hiais Does this rule apply to &ll local ports or specific local ports 7

() Al local ports

@ Specific local ports: 8002

Example: 80, 443, 5000-5010
<Back | MNext >  Cancel
X

ﬂ Mew Inbound Rule Wizard
Name

Specify the name and description of this rule

Steps:
@ Fule Type

@ Protocol and Ports

@ Action

@ Profile Lol
[Fss0 upP

@ Name
Description {optional):
8002

oo | ][ o

Repeat these steps on ALL domain controllers and ensure that the domain controllers are
rebooted before the software is used

If in doubt please do wait for your go live date, when our engineers will be able to assist

13



